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ChaseReferrals and multiDomainTrees 

Graphical explanation of the difference 
 

 
Imagine your Active Directory network looked as follows: 

 

 
 
Then imagine that you have installed your Controller report server inside the 

‘testing.mcmcse.com’ domain: 

 
 

You then launch Cognos Configuration, and create a Cognos 8 ‘Active Directory namespace’ 

which ‘points’ to one of the domain controllers inside the ‘testing.mcmcse.com’ domain. 

 

� This means that any user from the ‘testing’ domain can now logon to Cognos 8 (and 
therefore Controller 8 etc.). 
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Scenario #1 

 
Imagine that you had users inside the 2 ‘child’ domains (i.e. the domains BELOW the original 

one) of ‘testing’ (for example ‘‘cisco.testing.mcmcse.com” and 

‘‘cmptia.testing.mcmcse.com”) who also wanted to login to Cognos 8: 

 

 
The way to allow users from these 2 ‘child domains’ to login is to enable ‘chaseReferrals’ 

(see later). 
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Scenario #2 

 
Now imagine that you wanted ALL users from the ENTIRE active directory forest to have the 

ability to login: 

 
 

In this case, way to allow users from *all* of these domains to login is to enable 

‘MultiDomainTrees’ (see later). 

 

TIP: If you enable ‘MultiDomainTrees’ then this makes the setting ‘chaseReferrals’ 

irrelevant. 
In other words, there is no need to have both ‘MultiDomainTrees’ and ‘chaseReferrals’ settings 

enabled. 
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Enabling ChaseReferrals and multiDomainTrees 

 
For full details, see the documentation (for example page 153 of “Cognos 8 Controller 8.3 - 
INSTALLATION AND CONFIGURATION GUIDE (English)” – ‘ctrl_inst.pdf’) which came with 
your product.  

 

For the sake of convenience, below are extracts (the chapter ‘Include or Exclude Domains Using 

Advanced Properties’) from this example, complete with screenshots: 

 
= = = = = = = = = = = = = = = = = 

 
When you configure an authentication namespace for Cognos 8 components, users from only one 
domain can log in. By using the Advanced properties for Active Directory Server, users from related 
(parent-child) domains and unrelated domain trees within the same forest can also log in. 
 
Authentication in One Domain Tree 
If you set a parameter named chase_referrals to true, users in the original authenticated domain 
and all child domains of the domain tree can log in to Cognos 8. Users above the original 
authenticated domain or in a different domain tree cannot log in.  
 
Authentication in All Domain Trees in the Forest 
If you set a parameter named multi_domain_tree to true, users in all domain trees in the forest can 
log in to Cognos 8. 
 
Steps 1. On the computer where you installed Content Manager, start Cognos Configuration. 2. In the Explorer window, under Security, Authentication, click the Active Directory namespace. 3. In the Properties window, specify the Host and port property: ● For users in one domain, specify the host and port of a domain controller for the single 

domain. ● For users in one domain tree, specify the host and port of the top-level controller for the 

domain tree. ● For users in all domain trees in the forest, specify the host and port of any domain controller 

in the forest. 4. Click in the Value column for Advanced properties and click the edit button. 5. In the Value - Advanced properties window, click Add. 6. Specify two new properties, chaseReferrals and MultiDomainTrees, with the following values: 
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  7. Click OK. 8. From the File menu, click Save. 

= = = = = = = = = = = = = = = = = 
 

The most relevant section is highlighted in red. 

 
After making the above changes, naturally you need to restart the Cognos 8 service (see icon 

highlighted in picture above). 
 

 

 
 

 
 

 

 
TIP: For more information on how Active Directory forests work, and their design, see third-party websites 
such as the following: 

• Active Directory Hierarchies - Free AD Tutorial - 
http://www.learnthat.com/Software/learn/1295/Introduction_to_Active_Directory/page/5/ 

• Active Directory Study Guide - http://www.mcmcse.com/microsoft/guides/ad.shtml 
• Best Practice Active Directory Design for Managing Windows Networks - 

http://students.estrellamountain.edu/larson/ms/ad3/ad3.htm  

 


